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Cryptography Cryptography

Attacks

Eavesdropping

Cypher breaking

Falsification (change contents)
Spoofing (impostor scam)

Account hacking (takeover)

Expiration date of secrets

Needs

P2P secure communication
Water printing (invisible ink)
Signature

Falsification

Auction (Bid)

Voting (Election)

Short: Entrance examination problems

Long: State secrets (25 years? 50 years?)

Very long: DNA?, private letters?
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Difference in the ordinary tapping and QND tapping
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Usual LAN: linear extraction of the signal
— obeys fluctuation-dissipation theorem
— additional noise both in the wire-tapped and main signals.

QND LAN: No quantum noise added in any of reflected/transmitted signals.

Quantum Computation & Cryptography Symposium
(
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Japan-EU
An illustrative ppt on Nature Photonics paper (2016) is here. Workshop on

Quantum Tech.

News 2018 June 27: J. Phys. Commun.: Negation of photon loss provided by negative weak value.
News 2018 June 26: APL: Superconducting coincidence photon detector with short timing jitter. ECC 2018
News 2018 June 6: Opt. Exp.: Frequency comb ion in a quadratic nonlinear ide resonator

News 2018 May 23: Nat. Commun.: Polarization i itive frequency. ion for an hot istribution via a telecom network.

News 2018 May 16: PRL Long-Distance Single Photon Transmission from a Trapped Ion via Quantum Frequency Conversion.

News 2018 April 2!

News 2018 April 17: J. Math. Phys. Various pointer states approaches to polar modular values.

News 2018 Jan. 23: Sci. Rep. High-fidelit; swapping and ion of three-qubit GHZ state using asynchronous telecom photon pair

sources.

News 2018 Jan. 16: PRA G i dular-value-based scheme and its lized modular value.

Publication Indices (2 Oct. 2018):

h-index = 39(Scopus), 47(Google Scholar)

i10-index = 108(Scopus), 124(Google Scholar)

Cited benchmarking (Scopus): 99%(a), 99%(b), 99%(c), 98%(a), 98%(b), 97%(a), 97%(b), 97%(c), 97%(d), 96%(a), 96%(b), 96%(c),
95%(a), 95%(b), 94%(a), 94%(b), 93%, 92%(a), 92%(b), 91%(a), 91%(b), 90%, omitted hereafter.
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Japan-EU Joint Workshap on Advanced Quantum Technology for Future Innovation

Due to our growing ability to manipulate quantum effects in customized systems and materials, the second quantum
revolution will soon be realized, unfolding worldwide and bringing transformative advances to science, economy and society.
Last year, the European commission has launched the Quantum Technology (QT) Flagship to consolidate and expand European
scientific leadership and excellence in this research area, to kick-start a competitive European industry in Quantum
Technologies and to make Europe a dynamic and attractive region for innovative research, business and investments in this
field. Meanwhile, Japan has also recognized the significance of QT and funded mainly fundamental research projects of QTs
since 2016 through CREST which is one of the major strategic basic research programs of Japan Science and Technology
Agency (IST) to promote research and davelopment: ‘creation of new sources” to explore physics for quantum state control and
develop pertinent technologies and “creation of innovative system functions” to provide quantum technologies for social and
industrial innovation in the future. This joint workshop is organized by JST,in cooperation with the coordination action on
quantum technologies established by the European Commission in the frame of the European Quantum Flagship.



JST-CREST Project

Global Quantum Network

(1) Why necessary?
(2) What are the problems?
(3) How did we deal with these problems?

(4) How are we going to cope with these problems?

(5) Is their any alternative(s)?

2018 Oct. A visitor from US:

The Visitor: “Quantum cryptography is driven out by
post-quantum cryptography. Don’t you think so?”

Nobu Imoto: “Do you think that US will shut down the research
on Quantum Cryptography?”

The Visitor: “No.”

Nobu Imoto: “That’s the answer.”

JST-CREST Project

Global Quantum Network

(1) Why necessary?

@%‘ RS (1) Why necessary?

12 )  long=haul QKD _

L LE 2018.1.20 Nikkei p.2
78]

CREESNER SYURERRICRAR off

[Esk 2 ot RHITER ] BRS (Hm-NED) = .

FTNIESH AT - Nand ¥

<7 [EEOIRST T Pkt 00
O NN IO SSHREN



JST-CREST Project

Global Quantum Network

(2) What are the problems?
- transmission loss

Fiber transmissivity 7" = 10— /10

Loss per unit length & [dB / km}
Length of fiber [ [km]
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An elementary quantum network of
single atoms in optical cavities

LETTER

Loophole-free Bell inequality violation using
electron spins separated by 1.3 kilometres

2015, 1.3 km @ 630 nm

JST-CREST Project

Global Quantum Network

(2) What are the problems?
- noise (decoherence)



Entanglement decoherence

Entanglement preparation in an optical fiber
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JST-CREST Project Quantum error correction

+ Express a logical qubit by n physical qubits.
— dim(H:whole Hilbert space) = 2~
H = Logical Qubit Space ® Error Correction Space
— dim(Il) = dim(LQS) x dim(ECS) = 2 x dim(ECS)

— dim(ECS) = 2"~*
* Assume at most 1 error occurs among n qubits.

Global Quantum Network

- noise (decoherence) — We need to specify “which physical qubit suffered
(3) How did we deal with these problems? from which error?” (3n cases)
* noise cancellation by DFS or “no error?” (1 case) — total 3n + 1 cases.

— In order to specify all 3n + 1 cases by 27! dimensional space, 27! =z 3n+1

becomes a necessary condition.

— The minimum number of n to satisfy this is 5.



Actually. 5 is sufficient!

5-qubit error correction code
|0y = |00000) + |10010) + |01001) + |10100) + |01010) + |00101)
—[11110) — [01111) — |10111) — |11011) — |11101})
— |01100) — |00110) — |00011) — |10001) — [11000}

[1L) = |11111) 4 [01101) + [10110) + [01011) + |10101) + [00101)
— |00001) — |10000) — [01000) — [00100) — |00010)
— |10011) — [11001) — [11100) — [01110) — |00111)

Syndrome observables (for finding which error occurred on which qubit):
M] = Xl 2223X4 3 1{’}{2 = X22A'324j\(;, y MS = X1X3ZA4ZA(', y M‘; = ZA]Xg}A(‘;ZA;,

Forany j=1,2,3,4,itiseasy toshow

M;l0L) = [0L) ,  M;j[1L) = [1p)

That is, measurement of any 1‘&? keeps a|0p) + 3|11) asitis.

Also, any two syndromes commutes —> all are observable simultaneously.

Considering the 15 error cases, the relation between the
syndrome values and the kind of error is summarized as:

X, Xo X3 Xy Xo Vi Vo Yo Vi Vi Zy Zy Zs Zy Zs
Myl 1 -1 -1 1 1 -1 -1 -1 -1 1 -1 1 1 -1 1
My|1 1 -1 -1 1 1 -1 -1 -1 -1 1 -1 1 1 -1
My 1 1 1 -1 -1 -1 1 -1 -1 -1 -1 1 -1 1 1
My| -1 1 1 1 -1 -1 -1 1 -1 -1 1 -1 1 -1 1

The 16t case, 1,1,1,1 (= no error), is not listed here.

This idea is cool! However,

+ It is difficult to realize experimentally.
+ We assume that the error correction circuit operates error-free.
* High-frequency operation is needed since “at most 1 error” is assumed.

* When there is a loss of qubit (transmissivity 7), the whole system sufferes

from 7-5 (77 for another famous code and 79 for yet another code).

Now, assume that the bit-flip error occurred on the extreme left qubit. ( X )

[07) = [10000) + |00010) + [11001) + [00100) + [11010) + |10101)
—[01110) — |11111) — [00111) — [01011) — |01101)
— [11100) — |10110) — [10011) — [00001) — |01000)

1) = |01111) + [11101) + |00110) + [11011) + [00101) + [10101)
— |10001) — |00000) — |11000) — |10100) — |10010)
— 100011) — |01001) — |01100) — [11110) — |10111)

Then the measured value for the syndrome operators become,
(OLIMy0) =1, (Op[Ma|0L) =1, (Op|Ma[0L) =1, (OL|My[0L) = —1

(LML) =1, (ILMa|lp) =1, (13|Ma[11) =1, (17|My[1p) = -1
This means that for any arbitrary (and unknown) state the state al0y) + F)1p) is
unchanged by the measurement of the four syndromes, resulting in (1,1,1,-1), which
indicates that "bit flip occurred for the extreme left qubit."

Then, once knowing (1,1,1,-1), the error can be corrected by applying the inverse of
f{l which is X’l itself. (quantum error correction)

Quantum error correction

+ Express a logical qubit by n physical qubits.
— dim(H:whole Hilbert space) = 2~
H = Logical Qubit Space ® Error Correction Space
— dim(Il) = dim(LQS) x dim(ECS) = 2 x dim(ECS)
— dim(ECS) = 2"~*
* Assume at most 1 error occurs among n qubits.

— We need to specify “which physical qubit suffered
from which error?” (3n cases)
or “no error?” (1 case) — total 3n + 1 cases.

— In order to specify all 3n + 1 cases by 2n-1 dimensiosl space, 2! z 3n+

1 becomes a necessary condition. T
— The minimum number of n to satisfy this is



Fiber transmissivity 7" = 10—al/10
Loss per unit length ¢ [dB / km}

Length of fiber [ [km]

0.1
Standard fiber

/ ERBI(2013)
-

102

T 1=}
AN
oo lLf . ~.0.149 0.1
Dark counts _—— ; \)\
.. / | N N N s AN N "
Visible,”'Near Infrared T 2W 200500 600 700 (km)
1550nm#& ! [km}
Long-haul transmission is impossible
for V,/NI

Let’s use “in phase” and “out of phase” as the
new computational bases “0” and “1.”

This is easy if one can prepare two qubits
from the beginning.

The problem is how to encode the given qubit state
into given+ancilla qubits.

Use of two qubits

In phase case :

qubitA Ra%n o 1>

phase
noise

qubitB

Out of phase case

phase
noise

qubitA

qubitB

RN

collective
decoherence

encoding \

>

given qubit

your ancilla

the qubit info
encoded in DFS

Q still

in phase

Q still out

[of phase

decoding
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Entanglement decoherence
in an optical fiber

HI7 48—

Fidelity
1
Close t0 0.5!

F=0.46+0.03

(1) Entanglement preparation

Optical PDC

fidelity F=1.00+£0.03
0 0.5 1,0

U
anti no correlated
correlation  correlation

Extraction of the entanglement
protected in the DFS
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Progress in suppressing collective noise using DFS (1)
Theory :PRA(2001)
Experiment : Nature(2003)
(*beam optics

[1]Entanglement purification
(for a specific entanglemegg

Classical commun.

-artificial phase noise)

[2] QI protection using DFS

(for arbitrary isolated state)

Theory : PRL(2005)
iz Experiment: NJP(2007)
odG}
Ref (+10m fiber
*natural phase noise)

[3] QI protection using DFS

(for entangled states) %& Experiment:
Sig .
Slg Re Nature Photonics(2008)

(+500m fiber

+natural phase noise)
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Efficiency improvement
of faithful entanglement distribution
using decoherence-free subspace

Rikizo Ikuta, Yohei Ono, Toshiyuki Tashima,
Takashi Yamamoto, Masato Koashi, and Nobuyuki Imoto

Division of Materials Physics, Department of Materials Engineering Science,
Graduate School of Engineering Science,
Osaka University

Ikuta et al: Phys. Rev. Lett. 106, 110503 (2011).

Progress in suppressing collective noise using DFS (1)
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Overview

1. We have proposed a scheme for boosting up the efficiency of
entanglement distribution based on a decoherence-free subspace

(DFS) ‘L Alice Bob

over lossy quantum channels. ®B— — R
— Bob prepares a coherent light pulse

instead of a single photon

as an ancillary system for the DFS.
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Error analysis for the multi-photon events

Success event Main error event
Alice Bob Alice Bob
® 0 ® @00 ®

7: photon-pair generation rate
H: average photon number of the coherent light pulse at

| TAtransmiftance of the quantum
channdluccess probability  Error probab1hty
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__cf. : T. Yamamoto et al,
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Overview

1. We have proposed a scheme for boosting up the efficiency of
entanglement distribution based on a decoherence-free subspace

(DFS) lL Alice Bob

over lossy quantum channels. ®® — R
— Bob prepares a coherent light pulse

instead of a single photon

as an ancillary system for the DFS.
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Progress in suppressing collective noise using DFS (2)
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Progress in suppressing collective noise using DFS (3)
[1]JEntanglement purification Theory :PRA(2001)
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Progress in suppressing collective noise using DFS (3)
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[5] Scientific Reports 7, 4819 (2017 July)
“Experimental demonstration of robust entanglement distribution over reciprocal noisy channel:
assisted by a counter-propagating classical reference light”
Rikizo Ikuta, Shota Nozaki, Takashi Yamamoto, Masato Koashi & Nobuyuki Imoto

JST-CREST Project

Global Quantum Network

- transmission loss

(3) How did we deal with these problems?
- Frequency conversion



Quasi-Phase matched (QPM) crystal

Periodically poled structure compensates phase
mismatch

Periodically poled 5
S Irurhurn ;
Wq We(= wq — wp) S
—> —>
=t 5
Wy .51
Phase mismatch Ak = k. — kq — ks
~ 21
PM Ak =k, - — =
P%rly adjusting k _ k Fa = ko A 0
A,
phase mismatch will be
compensated.

In our experiment:
Wave guided PPLN( periodically poled lithium

niobate)
T. Nishikawa et al. Opt. Express 17, 17792
(2009)

Wavelenth conversion of single photon

200mW @390nm , 5%
BBO

780 nm
-

PMF ©

Helarded single

1522
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module F

650mW

@1600nm
Intensity correlation
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Single photon ¢ (0) =0 70
Observation of Non

Laserlight @ (0)=1 classicality
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Observation of wavelength conversion

ECDL : external cavity diode laser
EDFA : Erbium-doped fibre amplifier

=780 AA~0.2 nm
f_ 82nl\r/|nHZ m ._Q.Nﬂ \«Bm BFibre coupler [HWP [X]PBS | Lens
=1:2ps \ ey PP -
Ji \Be3
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§ 05
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(0.70@ cw laser g 03
. g 02
light) 5 o
Crystal length O w0 w0 o 1,000
L=20mm Pump power (mW)
Polling period A~19um Sf‘;zi‘;er:z;f’” n = sin®(VrPL)
P pump power [ : crystal length 7° : contstant
Band width 0.3
nm

Observation of entangled photon conversion

a0y + By DFG module



Observation of entangled photon conversion

DFG module a0 -+

Observation of entangled photon conversion

DFG module a0 -+

DFG module| . .~ ~®
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Observation of entangled photon conversion

DFG module

DFG module a0 + e
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Observation of entangled photon conversion
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Observation of entangled photon conversion

! [lawp jHwp KPS

MM% & -5
. A A LV "
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A e ¢
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| £2 50 b8 matrix

ge
| & Ml
0 4
| Start Stop
f 2
,,,,,,,,,,, e

Before
fideNigrs$iorD5+0.0

e - After conversion "
Polarization entangled photon pair

fidelity : 0.75:0.06

R. Ikuta, Y. Kusaka, T. Kitano, H. Kato, T. Yamamoto, '
M. Koashi, N. Imoto, Nat. Commun. 2 537 (2011). oW

Superconducting single photon
detectors (SSPD)

BEEE— S FRIHBOBIERE

BEET IV

e &-a
W =

<f8>
BE (OGHz), BRHAE, EME, KHE

S. Miki, T. Yamashita, M. Fujiwara, M. Sasaki, and Z. Wang
Optics Letters, Vol. 35, Issue 13, pp. 2133-2135 (2010)

Si-APD InGaAs-APD
efficiency ~50% @800 nm ~25% @1550 nm
Dark counts 100 Hz 1.6x105 Hz

Timing jitter 300 ps 300 ps

Reasons of the degradation of the
fidelity
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. Unexpected photon counts
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Z 06 | e (006 g o
8 o5 | /-/ﬁ 005 g”r% 25%:Dark counts of the detector
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© 00 | 000
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pump power (mW) Faster detectors will decrease the noise counts

Quantum s@@enmental ﬁ(%?Ul S al.,PRA

tomography (2013)
1. APD + 2. SSPD + SSPD

F EoF S (Bell paramet
Before conv. 0.97+0.01 0.97+0.03 2.73+0.02
After conv. (APD + SSPD) 0.87+0.06 0.68+0.15> 2 2.35+0.10
AlmosteneisessPreesconversion $19 oeen obssgmedoby 2.62+0.09

using SSPDs



JST-CREST Project
Quantum repeaters

GlObal Quantum Network Bell m_easu_rern_ent
Quantum (Optical circuit/
memory o oton photodetectors)
——————— .% o i S
ey 3 e °®

Entanglement ] Entanglement |
\ 1

---o

Long-haul entanglement
— Quantum cryptography, Quantum teleportation, Quantum dense coding, Quantum cloud
computing
Elementary devices,/ technologies

4) How are we going to cope with these problems?
(4) How e gong pew P 1. Long lifetime quantum memories

2. Memory-photon entanglement
3. High-efficiency fiber transmission of photons
4. High-efficiency & low noise photodetectors

[ 4

Single excitation of Rb atom ere  gn ]
o Initialization

with single photon emission

Interaction Hamittonian:Ff — fikal 8T + h.c. Initialization: Polarization of atomic

Raman scattering H = ihxa's + h.c state
Pump (anti-) Stokes Photon Stokes
- Pump
ww "@_excitation Was Photon /'Xl Rb
ws — WR ensemble
A thr nergy level tem
_type _ee Snergy level syste Read out process
with atomic ensemble >
Cold Rb atomic ensemble Ww — Wgs = WR — Wg
kW + kR - kas + ks 52P;, F=2
5%P3,, F=2
. Clean la
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| Single excitation in atomic cloud

Write Preparation of single excitation in
(V pol.) .
atomic cloud
Anti-Stokes
(H pol.)
Rb

P To Single photon detection

ensemble y . -
(Notice of single excitation)
5%P3,F=2
Write Anti-
Stokes
528, F =2
12 — —Single excitation
52812, F=1

[ 4

'Atom-Photon Entanglement
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'Read out of single excitation
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"Polarization Insensitive QFC

QFC installed in Sagnac interferometer
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' lon-Telecom Photon Interface

Ca+ ion single photon source with our QFC
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Experimental results
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Summary

Global Quantum Network

(1) Why necessary?

(2) What are the problems?
- transmission loss - noise (decoherence)

(3) How did we deal with these problems?

- Frequency conversion - noise cancellation by DFS

(4) How are we going to cope with these problems?
- Incorporating quantum memories such #s Rb, Ca

(5) Is their any alternative(s)?



